Confidentiality policy

Introduction
This policy is issued in line with the practice 4.5 in the Code of Practice for Statistics.
Protect the confidentiality of individual and business information when producing statistics. Be transparent about the choices made in line with the producer’s published confidentiality policy and apply appropriate disclosure control methods before release

This policy sets out the arrangements DfE has put in place to:
· protect the security of its data holdings and uphold its guarantee that no statistics will be produced that are likely to identify an individual or business unless specifically agreed with them; while at the same time
· obtain maximum value from microdata, once obtained, by extending access to bona-fide and authorised third parties.
Arrangements for maintaining the confidentiality of statistical data
Physical security
All staff working in the organisation, and all visitors to Adelaide House require a pass to access the premises and are required to be escorted on and off the premises. There is no public access to any part of the building where confidential statistical data may be held or accessed.
Technical security
No confidential statistical data are held on unprotected laptops or any other unprotected portable devices or kept on unprotected portable storage media without encryption. All confidential paper documentation is stored in confidential cabinets. All transmission of micro-data within Government is conducted within the secure government information network.
Disclosure security relating to published statistics or ad-hoc queries
Statistics published by DfE are aggregated as appropriate to ensure that individuals or individual business entities cannot be identified. This also applies to ad-hoc queries and to research conducted utilising Business Survey data provided by the Economic and Labour Market Statistics, NISRA which is governed by separate access and disclosure requirements under Ministerial Direction.




A range of disclosure control methods are employed across statistical datasets:
	Data Source
	Related outputs
	Disclosure Control Methods

	Higher Education Statistics Agency (HESA)
	Higher Education outputs including Higher Level Apprenticeships

	In line with HESA’s rounding strategy, to prevent the identification of individuals, figures in official statistics publications are rounded to the nearest 5, with 0, 1, 2 rounded to 0. Percentages are based on the unrounded figures and then rounded to the nearest integer.

	FE Sector Consolidated Data Return (CDR).
	FE Sector Activity and Essential Skills outputs including Higher Level Apprenticeships and Level 2 Traineeships
	In line with HESA’s rounding strategy, to prevent the identification of individuals, figures in official statistics publications are rounded to the nearest 5, with 0, 1, 2 rounded to 0. Percentages are based on the unrounded figures and then rounded to the nearest integer.

	Inter-Departmental Business Register (IDBR) extract at March 2025

Higher Level Apprenticeship business dataset (DfE)
	Higher Level Apprenticeship businesses publication
	IDBR data - business counts between 1 and 4 are supressed, and all other figures are rounded to the nearest 5. Percentages are based on the unrounded figures and then rounded to the nearest integer.

	Training and Apprenticeships Management System (TAMS)
	AppsNI Statistical Bulletin
Skills for Life and Work Statistical Bulletin
	SDC techniques such as top and bottom coding and cell suppression are applied to outputs as necessary to protect the confidentiality of individuals. Sensitive information such as equality data are published at programme level only and outputs are limited to high levels of geography to avoid small cell counts.  

	Database for Trade and Economic Research (DTER)
	Tables for Energy in Northern Ireland, research outputs and ad-hoc queries. 
	Any outputs from this source are cleared by NISRA Economic and Labour Market Statistics in line with the survey and disclosure methods for the relevant survey.

	Sub-NI Gas Consumption Data
	DESNZ Subnational domestic and non-domestic gas consumption statistics in Northern Ireland
	DESNZ disclosure control rules require suppression where:

· Fewer than five households or businesses contribute to a cell total; or
· The two largest contributors account for more than 90% of the cell total.

Gas consumption and meter count data are supplied at postcode level to DfE by the Northern Ireland Gas Network Operators. DfE aggregates these data to District Council level before supplying them to DESNZ.

Prior to transmission, the DESNZ disclosure control rules are applied by DfE and any cells requiring suppression are identified. DESNZ receives the unsuppressed District Council-level data, but suppressed cells are represented by an asterisk in published outputs to prevent the disclosure of potentially identifiable information. Tables are sent to DfE for quality assurance prior to publication by DESNZ.

DESNZ does not receive postcode-level data directly from the Northern Ireland gas network operators or via DfE. This restriction was a condition of the operators' agreement to provide the data.




Providing statistical microdata to a third party
Any organisation or individual requesting extracts of datasets from Analytical Services is obliged to complete the appropriate Data Access Agreement form, prior to the issue of data. Within the agreement it states that the beneficiary will guarantee that no outputs are produced that are likely to identify an individual, unless specifically agreed with them. The third party must ensure that any reports, papers or statistical tables derived from the dataset that are published or released to other organisations must adhere to Analytical Service’s disclosure policy, as appropriate to the dataset being shared. The third party will have agreed that all releases of data must be approved by Analytical Services and that all outputs resulting from access to these data must meet the guarantee contained in the Code of Practice for Statistics.
Providing statistical microdata for Longitudinal Education Outcomes research
Microdata is provided to NISRA to build the LEO NI research database. Data sharing arrangements for the provision of the microdata files were established under the legal gateway provided by the Digital Economy Act 2017. This includes the creation of UK GDPR/Data Protection Act 2018 compliant data sharing agreements which were developed in line with NICS policy and in consultation with senior policy officials and the department’s Data Protection Officer. All files are encrypted before transfer in line with NISRA’s policies and procedures relating to the secure transfer of microdata files. 
Staff training
All staff have received mandatory training relating to their obligations under the UK General Data Protection Regulation and Data Protection Act (2018). This outlines the key principles behind data protection and their obligations under the act.
All staff have been trained in the statistical disclosure control methods appropriate for the data they analyse. 
Accredited researcher training
Analysts who carry out research on the Longitudinal Education Outcomes research dataset must be accredited researchers. A large part of the training required to gain accreditation focuses on statistical disclosure control and ensuring safe use of data in accordance with the Five Safes framework developed by ONS.
· Safe people
· Safe projects
· Safe settings
· Safe outputs
· Safe data
Accreditation training includes an element of formal testing and the accreditation is valid for a period of five years, after which accredited researchers must undergo refresher training to ensure they remain aware of their obligations to access data safely and lawfully. 
Freedom of Information Act (FOIA)
While requests under FOIA are treated on a case-by-case basis, the presumption is that requests for individual statistical records will be rejected. The legislation contains exemptions and processes that protect confidential information. Guidance on DfE and the Freedom of Information Act can be found at
http://www.DfEni.gov.uk/index/freedom-of-information.htm
Data Protection
General Data Protection Regulation (GDPR) and the Data Protection Act 2018 control how personal information is used in DfE. This includes the processing of data for statistical purposes.
DfE Privacy Notice | Department for the Economy
