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Privacy Notice Template

Data Controller Name:	Department for the Economy
Address: 	Consumer Affairs Building, 176 Newtownbreda Road, Belfast, BT6 8QS.
Telephone:			0300 123 6262
Email:			tss@economy-ni.gov.uk


Why are you processing my personal information?
The Department for the Economy is committed to protecting your privacy when you use our services. The Trading Standards Service (TSS) is a Branch within the Department for the Economy.  This privacy notice applies to the function of the Trading Standard Service’s Scams Project.  TSS works in partnership with the National Trading Standards (NTS) Scams Team, hosted by Surrey County Council and helps tackle mass marketing scams and disrupts the operations of perpetrators behind mail scams.  TSS, in partnership with NTS Scams Team work to identify and support victims of mass marketing fraud.  The purpose of this privacy notice is to explain why and how TSS collects and uses your personal information, your rights regarding this information and how we comply with data protection law.   It is important that you read this notice, together with any other privacy information so that you are aware of how and why we use your personal information.

Any personal data collected through the Scams Project is processed in accordance with data protection legislation.  The main purpose for which we may process your personal information are:
•	The prevention and detection of crime
•	To intervene and protect residents from well-known scams
•	To allow data analysis to enable an intelligence led service with priorities identified locally
•	To allow intelligence sharing with enforcement partners
•	To allow us to communicate with service users
•	To allow public awareness of ongoing scams but without using details that can identify individuals without their express consent. 

Our lawful basis for processing your information for law enforcement purposes is the Law Enforcement Directive.  The Directive covers processing for the prevention, investigation, detection, or prosecution of criminal offences, or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.

Our lawful basis for processing personal data for purposes not relating to law enforcement is Public Task in line with Article 6(1)(e) of the UK General Data Protection Regulation (UK GDPR) and section 8(d) of the Data Protection Act 2018 (DPA 2018).

Special category data, in the form of health information, is processed in line with Article 9(2)(g) of the UK GDPR and Schedule 1, Part 2, Para 6 of the DPA 2018 (Statutory etc. and Government purposes).

What categories of personal data are you processing?
In the course of protecting residents of Northern Ireland from being victims of scams, we collect the following personal information from the National Trading Standards Scams Team:
•	Name
•	Address
•	Date of Birth 

We use this personal information to contact you about scams, provide you with information about how to protect yourself against becoming a victim of scams, visit you to provide you with additional support and guidance.

To carry out our activities and obligations as Trading Standards, TSS may process personal information in relation to:
•	Personal contact details such as names (including previous names), title, addresses, telephone numbers and personal email addresses
•	Personal demographics including date of birth and gender
•	Personal information, for example information about your family, lifestyle, social circumstances, employment, and financial details
•	Details about goods you have purchased or services you have bought and the traders you have dealt with.

We may process special category data including physical or mental health condition in line with data protection law. 

Where do you get my personal data from?
We obtain data relating to you from the National Trading Standards Scams Team. We may also obtain personal data from you, a carer, or an individual with power of attorney should you or they choose to engage with us and provide this information.

Do you share my personal data with anyone else?
In addition to the general reasons for information shared in Trading Standards Service primary privacy notice, we share your information with the NTS Scams Team.

Do you transfer my personal data to other countries?
Where necessary and to prevent and detect crime or harm to an individual, TSS may transfer personal data to law enforcement agencies from another country.  Any transfers made will be in full compliance with all aspects of the UK GDPR and ensure this is the case. 

How long do you keep my personal data?
We will only retain your data for as long as necessary and in line with the Department for the Economy’s Retention and Disposal Schedule. 


Do you use my personal data to make an automated decision about me or for profiling?
We do not use your personal data to make decisions about you that are based solely on automated processing (without human involvement). We also do not use your data to create profiles or to predict your behaviour, preferences, or interests.


What rights do I have?
You must advise the data subject what rights they have.  Not all rights will be applicable as these are based on the legal justification for processing.

· You have the right to obtain confirmation that your data is being processed, and access to your personal data
· You are entitled to have personal data rectified if it is inaccurate or incomplete. 
· You have the right to ‘block’ or suppress processing of personal data, in specific circumstances
· You have the right to object to the processing, in specific circumstances
· You have rights in relation to automated decision making and profiling

If these rights are applicable and you wish to exercise these please email DPO@economy-.ni.gov.uk 
How do I complain if I am not happy?
If you are unhappy with how any aspect of this privacy notice, or how your personal information is being processed, please contact the Department’s Data Protection Officer at DPO@economy-ni.gov.uk 
If you are still not happy, you have the right to lodge a complaint with the Information Commissioner’s Office (ICO). 
Contact details of the ICO are available at https://ico.org.uk/global/contact-us/
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